
TheVPNGateAcademicExperimentProjectwantsvolunteerstoprovideVPN

servers.

IfyouhaveaWindowscomputer,pleasekindlyprovideyourcomputerasaPublic

VPNRelayServer,andjointoVPNGateExperiment.

SetupofPublicVPNRelayServerisveryeasy.Afterthesetupwillbecompleted,your

computerwillberegisteredonthePublicVPNRelayServersListpage.Anyoneonthe

worldcancommunicatetotheInternetviayourcomputerasarelay.

Youcaninstallitasanormaluserprivileges.NoAdministratorsprivilegesrequired.

Evenifyoudon'thaveAdministratorsaccountinyourcompany,youcanrunVPN

GateServiceonyourcompany'scomputer.Itisveryconvenient.

AfteryouactivatetheVPNGateService,anyonecanconnectaVPNconnectionto

yourcomputer,andaccesstoanyhostsontheInternetviayourcomputer.VPN

ClienthasalsoatinyVPNGateServiceanditisequivalenceifyouactivateit

manually.

AguestusercanaccesstohostsontheInternetviayourcomputer,buthecannot

accesstohostsonyourprivatenetworknoryourcomputeritself.Hecannotbrowse

Windowsfilesharingorotherprivatematerials.Itisverysecure.

ItissafetoinstallVPNGateServiceonyourcompany'sprivatenetwork.Anyaccess

towardstheprivateaddressblocks(192.168.0.0./255.255.0.0,

172.16.0.0/255.240.0.0and10.0.0.0/255.0.0.0)arefiltered.Itisgreatlysecure.

TheVPNGateServiceprovidesthemirrorsiterelayserviceforwww.vpngate.net.If

yourcomputerwillbequalifiedasaproviderofthemirrorsite,yourIPaddresswillbe

registeredontheMirrorSitesListpage.

ImportantNotice

WhenyouareattemptingtoenabletheVPNGateRelayingFunction,youwillseethe

fourwarningmessages.Pleasereadeverywarningmessagesverycarefullybefore

activatingtheVPNGateRelayingFunction.DonotenabletheVPNGateRelaying

Functionunlessyoufullyunderstoodandagreedallthewarningsandrisksabout

runningtherelay.



WhenyouarerunningtheVPNGateRelayingFunctiononyourcompany'snetwork,

thenanyperson'scommunicationtoInternethostswillberelayedviayour

company'snetwork.Ifyoucompany'snetworkhasapolicywhichprohibitstorun

sucharelayingprogram,youhavearisktoviolatethepolicy.Therefore,youhave

bettertotakeanexplicitpermissionfrom thenetworkadministratorofyourcompany

inadvancetoenablingtheVPNGateRelayingFunction.

Afteryouchecked"EnabletheVPNGateRelayServiceandJointheVPNGate

ResearchasaVolunteer"manually(whichisdisabledbydefault)

andpressOK,thentheVPNGateRelayingFunctionwillstarttorunonyourcomputer

asoneoftheVPNGatevolunteers.

ThismeansthatanyVPNGateclientuserswillbeabletocommunicatewithInternet

serversviayourvolunteerVPNserver.

Youmustenablethefunctionafterfullyunderstanding.Ifyourcompanyorcampus

doesn'tpermituserstorunsuch

arelayingprogram,DONOTenabletheVPNGateRelayingFunction.

Notice:Aboutbackgroundservices

ThenotesinthissectionarenotspecifictoSoftEtherVPNorVPNGate,butapplyto

generalsystem software.

SoftEtherVPNClient,SoftEtherVPNServer,SoftEtherVPNBridge,andVPNGate

RelayServicewillbeinstalledonyourcomputerassystem services.System services

alwaysruninthebackground.System servicesusuallydonotappearonthe

computerdisplay.Thenyourcomputersystem isbooted,system services

automaticallystartinthebackgroundevenbeforeyouorotheruserslogin.Tocheck

whetherSoftEther-relatedsystem serviceisrunning,checktheprocesslistorthe

backgroundservicelistofyourOS(calledas"Services"inWindows,or"Daemons"in



UNIX.)Youcanactivate,deactivate,start,orstopsystem servicesusingthe

functionsoftheOSanytime.SoftEther-relatedGUItoolsformanagingsystem

servicescommunicatewiththesesystem services.Afteryouterminatethese

managementGUItools,SoftEther-relatedsystem serviceswillcontinuetoruninthe

background.System servicesconsumeCPUtime,computerpower,memoryanddisk

space.Becausesystem servicesconsumepower,yourelectricitychargesand

amountofthermalofyourcomputerincreaseasresult.Inaddition,thereisa

possibilitythatthemechanicalpartsofthelifeofyourcomputerisreduced.

1.DownloadandinstallSoftEtherVPNServer

ClickthebelowlinktodownloadSoftEtherVPNServer(Windowsversion).

DownloadSoftEtherVPNServer

Afteryoustarttheinstaller,followtheinstructionswhicharedisplayedonthewizard.

Select"SoftEtherVPNServer"inthe"SelectSoftwareComponentstoInstall"list.

ReadtheEndUserLicenseAgreement.SoftEtherVPNSeveriscurrentlyfreeware,

andplannedtobepublishedasopen-sourcesoftware(GPL).



Readthenotice.Thisisveryimportant.

SoftEtherVPNServerinstallationprocesswillbestarted.

Installationfinished.

2.ActivationandinitialconfigurationofVPNGateServiceonSoftEtherVPNServer

AfteryouinstallSoftEtherVPNServer,connecttotheSoftEtherVPNServerinstance

runningonlocalhost.



AtthefirsttimeyouconnecttotheVPNServerinManagementMode,the"Easy

Setup"willappear.IfyouwanttojustonlyactivateVPNGateService,clickthe

"Close"button.

ThetopwindowsofVPNServerManager.Clickthe"VPNGateSetting"button.

The"VPNGateServiceControlPanel"willappear.Checkthe"EnabletheVPNGate

RelayServiceandJointheVPNGateResearchasaVolunteer"checkbox.Afterthat,

clickthe"VPNGateServiceOptionSettings"button.

IntheVPNGateServiceOptions,inputtheinformationoftheserveroperator.

PleasenotethatanyinformationinputtedhereareregisteredinthePublicVPNRelay

ServersListpage,andpublishedtoanyone.



Minimum VPNGateServiceinitialconfigurationfinishedbyabovesteps.

YoucanchangetheassignedDDNSnameoftheVPNGateServicecomputer.The

defaultDDNSnameis"vpn**********.opengw.net".YoucanchangetheDDNS

hostname.Tochangeit,clickthe"DynamicDNSSetting"buttonandfollowthe

screeninstructions.

3.ViewthelistofcurrentactiveVPNguestsessions

YoucanbrowsethelistofcurrentactiveVPNguestsessionbyopeningthe

"VPNGATE"virtualhub.

Double-clickaparticularsessiontoseethedetailinformationaboutthesession.

4.Pop-upyourmessagetoyourguests

YoucanshowyourmessagetouserswhoconnecttoyourVPNServer.Tosetupthe

message,openthepropertyofthe"VPNGATE"virtualhub,andspecifythemessage.



PleaseenableyourL2TP/IPsecVPNforgueststohelppeoplebehindGovernment's

Firewall

IfyouenableVPNGateServiceforguestsaroundtheworld,pleasealsoconsiderto

acceptL2TP/IPsecconnectionfrom guests.

Inthecurrentvolunteers'list,therearefewL2TP/IPsecenabledVPNserversallover

theworld.WereallyneedmoreL2TP/IPsecenabledservers.

HowtoletmyPC'sL2TP/IPsecserverbecomereachablefrom Internet?

ToenableL2TP/IPsecserverfunction,checkthe"EnableL2TP/IPsecVPNServer

Function"checkboxonthe"VPNGateServiceOptions"dialog.

AfteryouenabledL2TP/IPsecserverfunctiononthesoftware,youhavetoopenboth

UDP500and4500portstotheInternet.HowtoopenUDP500/4500isdependedon

eachrouterorNAT.Pleasereadyourrouter,firewallorNAT'sdocumentstomake

yourVPNservercomputerbecomereachablefrom theInternet.



Note:BothUDP500and4500arerequired.

Howtoconfirm thatmyPC'sL2TP/IPsecserver(UDP500/4500)iscertainly

reachablefrom theInternet?

ReloadthePublicVPNRelayServersListafewminuteslaterafteryouenabledthe

functionandopenedtheUDP500/4500portstowardtheInternet.Ifyourserveris

listedandmarkedasL2TP/IPsecisenabled,yourPCisreachablefrom theInternet.

Otherwisepleaseveritythesettingagain.

Pleasenotethatsomeprivatenetworks(e.g.behindtheNATwhichismanagedby

otherperson)unfortunatelyyoucannotactivateL2TP/IPsecserverfunctiontoward

theInternetbecausesuchaNATdoesn'tpassL2TP/IPsecpacketstoyourserver.


